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Use our lighthouse VPN to perform necessary testing

Step 1: Download and Configure the Cyberbay VPN Profile with OpenVPN Connect and establish a secure

VPN connection.

® Important Note:

Download and activate the Cyberbay VPN Profile before connecting to the

Lighthouse VPN. Failure to do so will prevent you from establishing o cyberbay vpn profile
connection.

1 Find your unigque security.txt template from your Cyberbay account. Click “Edit” of your bounty

mission and download the template at “Ownership Verification” section.

Lighthouse (VPN)

Lighthouse (VPN)

DOWNLOAD VPN PROFILE FOR MAC OS [ UNIX DOWNLOAD VPN PROFILE FOR WINDOWS

2 Open the OpenVPN Connect app on your device. If you don't have it installed, you can download it
from your device's app store.

£ Search

OpenVPN Connect -
OpenVPN App

i DN P e -
! OpenVPN Technologies

3 Once you have the OpenVPN Connect app open, you have two options:

(

« Option 1: Drag and drop the downloaded VPN Profile file directly into the OpenVPN Connect app.
The app will automatically import the configuration from the file.

OpenVPN Connect

Import Profile T

URL

Drag and drop to upload .OVPN profile.
You can import only one profile at a time.
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3 -« Option 2: Within the OpenVPN Connect app, browse your device to select the downloaded VPN
Profile file. Confirm the import to add the configuration to the app.

OpenVPN Connect

Import Profile T

URL

Drag and drop to upload .OVPN profile.
You can import only one profile at a time.

4 After the configuration is added, you can customize the settings according to your preferences. This
includes changing the profile name and adding any necessary credentials.

5 Once you have finalized your configuration settings, click on the connect button within the OpenVPN
Connect app to establish a secure VPN connection.

@ OpenVPN Connect

£ Imported Profile

Profile Name

cyberbay vpn profile

Server Hostname (locked)

Al-d3ZUTeFGukaN.cvpn-endpoint-05a89394ef
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6 Congratulations! You have successfully established a secure VPN connection using the Cyberbay VPN
Profile.

OpenVPN Connect

Profiles

cyberbay vpn profile

CONNECTION STATS

3.2KB/s

OB/s

40 B/S “I° 1758B/s

00:00:04 O sec ago

*If needed, you can further customize the profile name and credentials within the OpenVPN Connect
app.
Step 2: Enroll in the mission to activate the VPN URL: (for first-time enroliment)

Go to the mission details page and enroll in the mission to activate the VPN URL.

* This step is necessary to gain access to the VPN connection.

Cyberbay

Official Bug Hunting for Cyberbay websites

105 reports

2 Rewarded

Launched on 15 Nov 2022




@CYberbqy Use our lighthouse VPN to perform necessary testing 04

Step 3: Review the Target URLs and locate the "Targets" section to view the available URLs for testing.

Targets

Website

URL

community.cyberbay.tech
cyberbay.tech
api.cyberbay.tech
www.cyberbay.tech
lighthouse.cyberbay.tech

App

Step 4: Retrieve the VPN URL from the "My Lighthouse" Page

Navigate to the "My Lighthouse" page and locate the VPN URL linked to your mission. Click on the URL to
activate it.

My Lighthouse

URL STATUS

https://lighthouse.cyberbay.tech/vpn
activate?token=80b9bc27f84dff
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Step 5: To set up upstream proxy servers in your selected tool (e.g. Burp Suite Community Edition)

Connect to the VPN: Using a selected tool of your choice (e.g Burp Suite Community Edition etc.),
configure the provided VPN information in the VPN link to establish a connection to the VPN server.

o (ﬂ lighthouse.cyberbay.tech/vpn/activate?token=a11d281ecc53a3dd11f48e811d3a05f5ad7fe26dae4dc5721fe916fd7a60a82c

Congratulations! You're now ready to use our VPN to test websites and hunt for vulnerabilities like a pro. All you need to do is configure your VPN settings

Upstream Proxy Server Config:

e Destination Host: *
e Proxy Host: 10.1.14.98
e Proxy Port: 8080

To make sure your requests get through seamlessly, don't forget to include the following field and value in your proxy request header:

e Field: cyberbay-proxy: al1d281ecc53a3dd11f48e811d3a05fSad7fe26dae4dc5721fe916fd7a60a92¢

Now, you're all set to unleash your security skills and discover vulnerabilities in websites. Happy hunting!"

*Check out this link for a guide to connect the proxy

*Follow the instructions specific to your VPN client for setting up the connection.

How to setup the Upstream Proxy Servers in Burp Suite Community Edition

Step 6: Start using the VPN to perform testing:

Once you have set up the proxy settings in in your selected tool (e.g Burp Suite Community), you should
be connected to the VPN. You can now perform the necessary testing or access the resources as required
for the bounty mission.


https://portswigger.net/burp/releases#community
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How to setup the Upstream Proxy Servers in
Burp Suite Community Edition v2023.5.1

1 Burp Suite is pre-installed in kali linux or you can download and install it from here.

Burp Suite Community
Edition

2 Please wait for the session preparation. The page will auto refresh automatically in 60 seconds.

3 & My Lighthouse - CyberBay * lighthouse.cyberbay.tech/vpn/acti = + N == O i
= i O B https//lighthouse.cyberbay.tech/vpn/activate?token=62b6d7d66b34 18f0555cb8a55k 7 ® @ 3 =

Take Your Bug Hunting Skills to the Next Level with Our Lighthouse Technology

Our lighthouse technology 1s a true game-changer, seamlessly integrating VPN, proxy, and data analytics to create a powerful tool that helps you focus on
what really matters - finding vulnerabilities and delivering better results. With our lighthouse technology, you can test websites with confidence, knowing that
yvour privacy and security are fully protected. Plus, with the added benefit of data analytics, you can gain valuable insights into your testing patterns and
results, helping vou optimize vour bug hunting strategy and take your skills to the next level.

The session 1s preparing, but don't worry - the countdown will auto-refresh this page when 1t's ready.

Expected remaining time:

Oday(s) Ohour(s) Omintue(s) 47second(s)

Check out this link for a guide to connect the proxy and start experiencing the power of our lighthouse technology today. Happy hunting!

3 Please mark down the resources.

) & My Lighthouse - CyberBay * lighthouse.cyberbay.tech/vpn/actr x -+ N = O S

= i O E] tps://lighthouse.cyberbay.tech/vpn/activate?token=62bbd7dbbb34 18f1555ch8a55h T & @' ﬂ =

Congratulations! You're now ready to use our VPN to test websites and hunt for vulnerabilities like a pro. All yvou need to do i1s configure yvour VPN settings
with the following details:

Upstream Proxy Server Config:

* Destination Host: *
e Proxy Host: 10.1.151.56
» Proxy Port: 8080

To make sure vour requests get through seamlessly, don't forget to include the following field and value in your proxy request header:

o Field: cyberbay-proxy: 62b6d7d66b3418f0555cb8as3bB6bebf2ceb3isbbel46c6bfB3e69al1d2bie2e

Now, yvou're all set to unleash your security skills and discover vulnerabilities in websites. Happy hunting!™

*Check out this link for a guide to connect the proxy


https://portswigger.net/burp/releases#community
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4 Once the resource is ready. Open Burp Suite and select Temporary project. Then click Next.

@ @ Burp Suite Community Edition v2023.5.1-20734 (Early Adopter)
— ]
@ Welcome to Burp Suite Community Edition. Use the options below to create or open a project. Bu rp Su Ite
(® Temporary project
Name File

Cancel

5 Please choose Use Burp Defaults. Then click Start Burp.

@ @ Burp Suite Community Edition v2023.5.1-20734 (Early Adopter)

@ Select the configuration that you would like to load for this project. Bu rp Su ite

(® Use Burp defaults

Load from configuration file File

File: Choose file...

Default to the above in future

Disable extensions

Cancel Back
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6 Click on Settings in the navigation bar on the right side.

O © Burp Suite Community Edition v2023.5.1-20734 (Early Adopter) - Temporary Project
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn {@} Settings
Tasks New scan | | @ {@} @ gz Time to level up? Catch more bugs with Burp Suite Pro | #1100 X
%/ Filter Running ' | Paused @ Finished Live task = Scan |  Intruder attack = © bearch... Issue activity [Pro version only] @ u'?l
1. Live passive crawl from Proxy (all traffic) 0) [0 || S/ Filter High | Medium Low | Info | Certain | Firm | Tentative £ | Search...
Add links. Add item itself, same domain and URLs in suite scope. 0 items added to site map
Issue type Host
Capturing: c 0 responses processed i Suspicious input transformation (reflected) http://insecure-bank.com /url-shorten
' SMTP header injection http://insecure-website.... /contact-us
0 responses queued o ) , ,
! Serialized object in HTTP message http://insecure-bank.com /blog
! Cross-site scripting (DOM-based) https://insecure-bank.com /
I XML external entity injection https://vulnerable-websi... /product/stock
ﬂ- External service interaction (HTTP) https://insecure-website... /product
0 Web cache poisoning http://insecure-bank.com /contact-us
ﬂ- Server-side template injection http://insecure-bank.com /user-homepage
ﬂ- SQL injection https://vulnerable-websi... /
ﬂ- OS command injection https://insecure-website... /feedback/submit
Event log @ P
Advisory
Y’ Filter @ @ Debug L | Search...
Time Type Source Message
11:00:11 23 May 2023 Info Proxy Proxy service started on 127.0.0.1:8080 2

7 Please select Proxy. Scroll down to Match and replace rules and click Add.

@® @ Settings

jo Tools > Proxy Manage global settings :
€D e Project T = (?) Response modification rules Project setting
{@} Use these settings to control how Burp automatically modifies responses.
v Tools
Unhide hidden form fields
Proxy
1

witrucer Enable disabled form fields

Fapsatar Remove input field length limits

Sequencer

Remove JavaScript form validation

Burp's browser Remove all JavaScript

> Project Remove <object> tags
Sessions Convert HTTPS links to HTTP
> Network Remove secure flag from cookies

> User interface

> Suite () Match and replace rules Project setting

Extensions @ Use these settings to automatically replace parts of requests and responses passing through the Proxy.

Onl ly to in- it
A Configuration library PYARRY 10 IR-S0oRS Tams

Add Enabled ltem Match Replace Type Comment

Edit Request header AUser-Agent.*$ User-Agent: Mozilla/4.0 (compatibl... Regex Emulate IE
Request header AUser-Agent.*$ User-Agent: Mozilla/5.0 (iPhone; C... Regex Emulate iOS

Remove Request header AUser-Agent.*$ User-Agent: Mozilla/5.0 (Linux; U; ... Regex Emulate Android >
Up Request header Alf-Modified-Since.*$ Regex Require non-cached response

Request header Alf-None-Match.*$ Regex Require non-cached response

Down Request header AReferer.*$ Regex Hide Referer header
Daciwan + bhoanalae AAncncnt Connandincs * | m PP Dacies man aosseessoa A wmoe

@ TLS pass through Project setting

Use these settings to specify destination webservers for which Burp will directly pass through TLS connections. No details about requests or responses made via these connections
will be available in the Proxy intercept view or history.

Add Enabled Host / IP range Port
Edit

Remove .
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8 Please specify the details of the Match and Replace as shown in Notes.

C (ﬂ lighthouse.cyberbay.tech/vpn/activate?token=a11d281ecc53a3dd11f48e811d3a05f5ad7fe26daed4dc5721fe916fd7a60a92c

Congratulations! You're now ready to use our VPN to test websites and hunt for vulnerabilities like a pro. All you need to do is configure your VPN settings

Upstream Proxy Server Config:

e Destination Host: * © © Add match/replace rule
e Proxy Host: 10.1.14.98
e Proxy Port: 8080 @ Specify the details of the match/replace rule.
Type: Request header v
To make sure your requests get through seamlessly, don't forget to include the following field and value in your proxy Match: Regex condition to match - leave blank to add a new header

/ Replace: | Literal string to replace - leave blank to remove a matched header
e Field:|cyberbay-proxy: al1d281ecc53a3dd11f48e811d3a05fSad7fe26dae4dc5721fe916fd7a60a92¢ Comment:

Regex match

Now, you're all set to unleash your security skills and discover vulnerabilities in websites. Happy hunting!" OK Garicsl

*Check out this link for a guide to connect the proxy

Note:

Type: Request Header
Replace: cyberbay-proxy: {YOUR ACTIVATION TOKEN}

9 Select User at the top of the left sidebar. Under Network options, choose Connections.
Find or search Upstream proxy servers and click on the Add button.

@ @ Settings

Search L0 Network > Connections Manage global settings :

Al Project T =

v Tools Prompt for credentials on platform authentication failure
Proxy
Intruder @ Upstream proxy servers User setting  Project setting
Repeater Use these settings to control whether Burp sends outgoing requests to an upstream proxy server, or directly to the destination web server. The first rule that matches each
Burp's browser destination host is used. To send all traffic to a single proxy server, create a rule with * as the destination host.
v Project
Override options for this project only
Tasks
Attomatic backup Add Enabled Destination host Proxy host Proxy port  Authtype Usermame
~_Network Edit ' 10.1.132.65 8080
Connections - i 10.1.56.146 8080
bl * 10.1.14.152 8080 >
L Up . 10.1.17.184 8080
v User interface * 10.1.143.83 8080
Down
Inspector and message editor
Hotkeys
Display @ SOCKS proxy User setting  Project setting
v Suite {-@} Use these settings to configure Burp to use a SOCKS proxy for all outgoing communications. This setting is applied at the TCP level, and all outbound requests will be sent via this
REST AP proxy. If you have configured rules for upstream HTTP proxy servers, then requests to upstream proxies will be sent via the SOCKS proxy configured here.
Updates

Override options for this project only
Performance feedback

Temporary files location Use SOCKS proxy

Extensions SOCKS proxy host:

SOCKS proxy port:
0 Configuration library
Username:

Password:

Do DNS lookups over SOCKS proxy
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10 Please specify the details of the Match and Replace as shown in Notes.

C (ﬂ lighthouse.cyberbay.tech/vpn/activate?token=a11d281ecc53a3dd11f48e811d3a05f5ad7fe26daed4dc5721fe916fd7a60a92¢c

Congratulations! You're now ready to use our VPN to test websites and hunt for vulnerabilities like a pro. All you need to do is configure your VPN settings

Upstream Proxy Server Contig: © Add upstream proxy rule

e Destination Host: * Enter the details of the upstream proxy rule. You can use wildcards to specify
e Proxy Host: 10.1.14.98 destination hosts (* matches zero or more characters, ? matches any character

.' gk except a dot). Leave the proxy host blank to connect directly for the specified
* Proxy Fort: 3080 destination host.

Destination host: ¥
To make sure your requests get through seamlessly, don't forget to include the following field and value in your proxy~ Proxy host: 10.1.15.129
Proxy port: 8080
e Field: cyberbay-proxy: al1d281ecc53a3dd11f48e811d3a05f5ad7fe26dae4dc5721fe916fd7a60a92¢ Authentication type: | None v
Usemame:
Now, you're all set to unleash your security skills and discover vulnerabilities in websites. Happy hunting!" Eassv.uord:
omain:

Check out this link for a guide to connect the proxy Diisin Fosthars:

OK Cancel

O Important Note:

*The information is provided during the account registration. Destination host should always input as ™ * .

11 Please be ensure to click the right proxy by clicking the box.

(?) Upstream proxy servers User setting  Project setting

Use these settings to control whether Burp sends outgoing requests to an upstream proxy server, or directly to the destination web server. The first rule that matches each
destination host is used. To send all traffic to a single proxy server, create a rule with * as the destination host.

Override options for this project only

Add Enabled Destination host Proxy host Proxy port  Authtype Username
Edit i 10.1.15.129 8080
Remove >
Up
Down

12 On the left sidebar, click Proxy. Please ensure that the correct listener is enabled.

je) Tools > Proxy Manage global settings :

|l

m User Project

(3) Proxy listeners Project setting

{§} Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.

v Tools
I Proxy Add Running Interface Invisible Redirect Certificate TLS Protocols Support HTTP/2

Intruder Edit I 127.0.0.1:8080 Per-host Default
Repeater Remove .
Sequencer
Burp's browser

> Project

Sessions Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating TLS connections. You can import or export this certificate for use in other tools
or another installation of Burp.
> Network

s USerifterEce Import / export CA certificate Regenerate CA certificate
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13 Click Intercept in the navigation bar. Then click on the Open Browser.

@ Burp Suite Community Edition v2023.5.1-20734 (Early Adopter) - Temporary Project
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn {§} Settings
Intercept HTTP history WebSockets history {§} Proxy settings
Forward Drop Intercept is off Action Open browser

(¢

Intercept is off

When enabled, requests sent by Burp's browser are held here
so that you can analyze and modify them before forwarding
them to the target server.

Learmn more

Note

It might take a few minutes to open the browser.

14 Proxy the list of "Targets" URLs identified in Step 3. Begin testing once the URLs have been proxied.

& ATrusted Bug Bounty Ecosystern X +

&« = .//cyberbay.tech = %+ ¥ &K O &

&Cyberbay

Leamn to Grow, Earn to Give

Together We Fight Cybercrime
& Get Rewards

Cyberbay enables you as bounty hunters to easily report
bugs and facilitates corporates to promptly reward you
for telling them how to be more secure
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FAQS

1 How to ensure you are using the Cyberbay VPN Profile with OpenVPN Connect every time you start a
new mission?

« After downloading the VPN Profile and establishing a secure VPN connection following the previous
instructions, make sure to keep the OpenVPN Connect app open on your device.

- Whenever you start a new mission, before accessing any relevant platforms or websites, ensure that the
OpenVPN Connect app is running in the background.

« If the OpenVPN Connect app is closed or the VPN connection is disconnected, open the app again and tap on
the "Connect" button to re-establish the secure VPN connection using the Cyberbay VPN Profile.

* It's important to verify that the VPN connection is active before proceeding with any activities related to the
mission. You can usually check the status of the VPN connection within the OpenVPN Connect app, which
typically shows a connected status.

cyberbay vpn profile

« Keep in mind that for each new mission, it's crucial to activate the Cyberbay VPN Profile before connecting to
the Lighthouse VPN. Failure to do so will prevent you from establishing a connection.

2 How to manage URL link on “My Lighthouse page’?

Handling Expired VPN URL

If your VPN URL is marked as expired, it indicates that the validity period for the URL has ended.
To address this, follow these steps:

1 Click on a "Regenerate" button, to generate a fresh URL.

This step ensures that you have an updated and valid URL to access the desired resources. It's especially
helpful when you have reached the maximum limit of active URLs.

My Lighthouse

URL STATUS

Expired REGENERATE
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2 Afresh and valid VPN URL has been generated for you.

You can configure the provided VPN information within the VPN link to establish a connection to the VPN
server.

My Lighthouse

URL STATUS

https://lighthouse.cyberbay.tech/vpn
activate?token=80b9bc27f84dff

Managing Active Lighthouse Sessions: Handling Maximum Connections

We allow a maximum of three active Lighthouse sessions at a time. If you have already connected to
three sessions and want to activate another VPN token, you have two options:

OPTION 1

Wait for the natural idle timeout of one of the existing sessions: Once a session becomes idle or
disconnected, you can activate a new VPN token.

OPTION 2

Manually shut down one of the existing sessions: If you need to activate a new VPN token immediately,

manually disconnect one of the active sessions from your "My Lighthouse Page." This will free up a slot for a
new session. To address this, follow these steps:

1 Click the "Terminate" button to disconnect or terminate a specific URL link.

This step is useful when you no longer need to access or interact with the URL link, especially when you
have reached the maximum limit of active URLs.

My Lighthouse

STATUS

TERMINATE

O Important Note:

The presence of the green light indicator does not necessarily mean that you are already

connected to the VPN server. It serves as a status indication that the VPN is active and
ready for use.

TERMINATE
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2 After terminating the previous VPN session, a fresh and valid VPN URL is generated.

You can configure the provided VPN information within the VPN link to establish a connection to the VPN
server.

My Lighthouse

URL STATUS

https://lighthouse.cyberbay.tech/vpn
activate?token=80b9bc27f84dff

3 How to reconnect to our VPN URL If you have already enrolled in the mission?

1 Go tothe "My Lighthouse" page:

@Cyberbay

My Lighthouse

2 Locate the mission:

 Look for the specific mission you have enrolled in. The missions you have joined should be listed on the
"My Lighthouse" page.

My Lighthouse

BOUNTY TITLE URL STATUS

Your enrolled bounty mission’'s name https://lighthouse.cyberbay.tech/vpn
Your enrolied bounty mission s name .
activate?token=80b9bc27f84dff
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3 Find the associated URL:

» Once you have identified the mission, you should find the associated URL for that mission. The URL will
likely be displayed alongside the mission details.

My Lighthouse

URL STATUS

https://lighthouse.cyberbay.tech/vpn
activate?token=80b9bc27f84dff

4 Regenerate the URL (if required):

» If there is an option to regenerate the URL, click on the "Regenerate" button or link to obtain a new URL.
This step may be necessary if the previous URL has expired

My Lighthouse

STATUS

REGENERATE




